Aflac capitalizes on technology GRC revamp

Streamlining complexity for improved efficacy



AT A GLANCE

When Aflac’s global security team set out

to revamp their technology governance,

risk and compliance (GRC) processes, they
embraced the opportunity to create an even
stronger program through automation. Aflac
needed greater visibility into technology
GRC activities, as well as a single platform
to improve document management and act
as a central source of the truth accessible
to all stakeholders. Digital Manager 360

was selected and implemented to improve
transparency and accountability. It helped the
Aflac global security team save on time and
resources for a more integrated approach to
risk management.

“The Digital Manager 360 solution helped streamline our security
processes through the use of workflow and automation, effectively
elevating our technology GRC program through operational

efficiencies, network integration and real-time visibility."
— Anthony Raciti,
Technology GRC Manager, AFLAC
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CHALLENGE

Aflac’s global security team relied on manual processes for technology GRC. Emails,

spreadsheets, and network drives served as primary communication and file

storage tools. While sufficient initially, these tools would not scale to support a more

comprehensive global security management system for a broader and more efficient
technology GRC program.

As Aflac began to strengthen its information security program, it identified critical pain
points. The global security team wanted, first and foremost, to improve the accountability

SOLUTION

During the summer of 2014, the Aflac global security team began to evaluate GRC
solutions. Anthony Raciti stated, “Due to its reputation and positioning in the Gartner
Magic Quadrant, SAl Global's Digital Manager 360 made the short list of prospective
solution providers”

Aflac used the software in a way that 'no other company had thought of." Aflac’s global
security team, working alongside the Digital Manager 360 team was able to adapt the
platform and meet specific business requirements to continuously improve IT GRC and
manage risk intelligently.

Aflac launched its technology GRC program with Information Security (IS) Vendor Risk
Management — using the Standard Information Gathering Agreement (SIG), IS Policy and
Standard Exception, Approval Management, and Audit Issue Management.

for stakeholders in the processes. They also wanted better visibility into past and ongoing
technology GRC activities. Finally, a dispersed geography of stakeholders from North
America to Asia required a combination of phone calls, emails, and meetings to remediate
risk findings. This resulted in wasted resources and, more importantly, time - which was
needed to focus on reducing risk.

Aflac, convinced of the need for improved efficiency, identified automation as both a
solution and an opportunity to amplify and expand its technology GRC efforts.

Aflac also had some critical requirements to their particular operating environment
including:

+ INTEGRATIONS — direct connection to third-party products such as Splunk®

+  COMPLIANCE SURVEYS — such as Healthcare Information Portability &
Accountability Act (HIPAA), National Institute of Standards and Technology (NIST),
PCl Data Security Standards (DSS), and others

* SECURITY AND TECHNOLOGY RISK MANAGEMENT —
including but not limited to technology and security operational controls
assessments

In January 2016, Aflac added the GRC Intelligence module, recognized by Michael
Rasmussen of GRC 20/20 for its innovative contribution to GRC. With GRC Intelligence,
Aflac’s technology GRC team could contextualize large volumes of data and collaborate
with other risk functions within the business.



RESULTS

“Shortly after implementation, Digital Manager 360 provided
immediate return on investment. Digital Manager 360 helped
streamline several of Aflac’s security processes through the

use of workflow and automation.”
- Anthony Raciti,
Technology GRC Manager, Aflac

By reducing reliance on spreadsheets and emails to manage their remediation efforts, the
Aflac technology GRC team improved accountability, visibility, and efficiency.

WHY SAI GLOBAL

SAl Global's Digital Manager 360 is known by information security professionals and
industry thought leaders as a cost-effective and efficient path to IT GRC automation.

In lieu of the traditional vendor relationship, Aflac partnered with SAI Global to manage
their IT GRC initiatives. When faced with the challenge of adapting Digital Manager 360
to conform to Aflac’s unique processes, SAl Global worked hand-in-hand to find a solution
that would support Aflac’s current and long term goals.

Aflac’s impressive global security processes have been well-defined and codified. The
strong foundation they already had in place gave them the ability to capitalize on the
benefits of Digital Manager 360, including its Workflow and Digital Audit Trail. According
to Raciti, “[Digital Manager 360] is attractive to us because it affords us the efficiencies
over the manual processes we used to perform.”

As global security and GRC continue to mature, Aflac’s global security team appreciates
having a central repository for technology GRC documents and activities accessible

to stakeholders, regardless of location and time differences. The team can do more
with fewer people and resources. The team now also has the ability to collaborate with
other parts of the business to identify and mitigate redundant risks through information
sharing.

Using Digital Manager 360, Aflac’s technology GRC team reports key metrics, including:

NUMBER OF SECURITY ISSUES

STATE OF OUTSTANDING SECURITY ISSUES

RISK RATING ASSOCIATED WITH EACH SECURITY EVENTS
POLICY AND STANDARD EXCEPTIONS AND APPROVALS

Aflac was also confident in the software’s ability to demonstrate immediate and
long-term return on investment due to its out-of-the-box features as well as flexible
functionality. Aflac deemed the Digital Manager 360 implementation team as diligent,
experienced and hardworking.

ABOUT SAI GLOBAL

At SAl Global, we help organizations proactively manage risk to achieve business
excellence, growth, sustainability and ultimately, create trust.

Our integrated risk management solutions are a combination of world-class tech
platforms, services and advisory capabilities that operate across the entire lifecycle
allowing businesses to focus on opportunities presented by uncertainty. Together, these
tools and knowledge enable customers to develop a holistic, integrated view of risk. In

To find out more visit www.saiglobal.com/digitalmanager360
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Australia, we are also a leading provider of settlement-related services; company, personal
and property information.

SAl Global's head office is located in Chicago, Illinois. We employ more than 2,000 people
across 28 countries and 51 locations across Europe, the Middle East, Africa, the Americas,
Asia and the Pacific.



