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Confidentiality Statement

This document and any links or attachments may contain copyright material of SAl Global and/or information that is
confidential and subject to privilege. If you are not the intended recipient of this document, please contact SAl Global
immediately. In this case, you must not read, print, disseminate, copy, store or act in reliance on this document or any
of the accompanying attachments; and you must destroy all copies of this document. This notice should not be

removed.
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Overview

As part of IS027001 compliance, SAl Global maintains a set of policies, standards, guidelines and procedures that
include all controls in place related to its information risk management processes.

This document lists SAl Global's information security management system (ISMS) documents, including documents
that are mandatory by the ISO 27001 standard.

Policy content is available for viewing upon request.
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The following documents make up SAl Global’s ISMS documentation:

ISMS00001 ISMS Documents Architecture

ISMS04001 ISMS Scope

ISMS04002 Information Security Context and Requirements
ISMS05001 Information Security ISMS Policy

ISMS05002 Information Security Roles Responsibilities and Authorities
ISMS06001 Information Security Risk Assessment and Treatment Methodology
ISMS06003 Risk Assessment and Treatment Report

ISMS06004 Statement of Applicability

ISMS07002 Procedure for the Control of Documented Information
ISMS07004 Information Security Communication Plan
ISMS09002 Information Security Management System Audit Plan
ISMS09005 Process for Monitoring, Measurement, Analysis and Evaluation
ISMS11001 Information Security Policy

ISMS12002 Mobile Computing and Teleworking Policy
ISMS12004 Mobile Computing and Teleworking Standard
ISMS12005 Bring Your Own Device Policy

ISMS12006 Segregation of Duties Guidelines

ISMS12007 Segregation of Duties Worksheet

ISMS14001 Information Security Classification Policy
ISMS14002 Information Security Classification Standards
ISMS14003 Removable Media Policy

ISMS14004 Procedure for the Management of Removable Media
ISMS14005 Removable Media Assessment Guidelines
ISMS14006 Procedure for the Disposal of Media

ISMS14007 Asset Management Policy

ISMS14008 IT Equipment Purchasing Policy

ISMS14009 IT Equipment Handling Standard

ISMS14010 Asset Tagging and recording Procedure

ISMS15001 Access Control Policy

ISMS15002 Access Control Standard

ISMS15003 Physical Security Standards

ISMS15004 Access Control Guidelines

ISMS15005 User Access Management Procedure

ISMS16001 Cryptographic Policy

ISMS16003 User Encryption Key Protection Policy

ISMS17008 General Office Infrastructure Design Standard
ISMS18000 Operations Management Policy

ISMS18001 Backup and Restore Policy

ISMS18003 Logging Standard

ISMS18004 Change Management Policy

ISMS18005 Change Management Procedure

ISMS18006 Capacity Management Standard

ISMS18007 Software Policy

ISMS18008 Change Advisory Board Guidelines

ISMS18008 Desktop Security Standard

ISMS18009 Server Security Standards

ISMS18010 Anti-Malware Policy

ISMS18011 Release and Deployment Management Policy
ISMS18012 Release and Deployment Management Process
ISMS18015 Technical Vulnerability Management Policy
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ISMS18016
ISMS18017
ISMS19005
ISMS19006
ISMS19008
ISMS19009
ISMS20009
ISMS20010
ISMS20011
ISMS21001
ISMS21002
ISMS21007
ISMS22001
ISMS22002
ISMS22003
ISMS22004
ISMS23010
ISMS23011
ISMS24001
ISMS24002
ISMS24004
ISMS24010
ISMS24011
ISMS24012
ISMS24013
ISMS24014
ISMS24015
ISMS24020
ISMS24021
ISMS24022
ISMS24027
ISMS24027
ISMS24029

Patch Management Policy

Vulnerability management standard

Network Security Policy

Network Security Standards

Wireless Security Policy

Wireless Access Standard

Secure Development Policy

Secure Development Environment Guidelines
Principles for Engineering Secure Systems
Supplier Management Policy

Supplier Management Standards

Third Party Assessment Procedure

Information Systems Incident Management Policy
Information Security Incident Management Standard
Information Security Incident Handling Guidelines
Information Security Breach Policy

Disaster Recovery Policy

Corporate IT Business Continuity Management Standard
Safeguarding of Copyright and (ISMS related) Statutory Compliance Policy
Legal and Regulatory Requirements Procedure
Records Retention and Protection Policy

GDPR Privacy Notice Procedure

Data Subject Access Request Procedure

Data Subject Request Record

Data Subject Consent Procedure

Data Subject Withdrawal of Consent Procedure
Data Subject Complaints Procedure

Data Subject Consent Form

Data Subject Withdrawal of Consent Form

Data Subject Parental Consent Form

GDPR Controller Privacy Notice

GDPR Processor Privacy Notice —Processor
GDPR Marketing Policy for EU Operations
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