Information Security Management – Additional Application Information (QEF15.12C)


	Organisation Structure, Including staff numbers for each function

	Describe at a high level the organisation structure (eg Board, MD/CEO, Direct Reports) and key roles /functions. Describe high level structure of key parts of the business (eg ICT Group, Sales and marketing, Service, Manufacturing, etc) and key roles and functions.
	

	Why is ISMS certification Required (What are the drivers)?

	Explain why your organisation is seeking certification? What are the perceived results of achieving certification? How will individual department’s benefit from the certification?
	

	What Information Assets are to be protected?

	For each category provide details of information assets to be protected and a brief description as to why this information is to be protected.

· Information

· Software

· Physical

· Services

· People

· Intangibles (eg Goodwill)
	

	Have you performed a risk assessment within the defined scope for certification?

	Please provide details of the when the risk assessment was completed and if feasible list the top 5 risks identified?
	

	What risk mitigation strategies are currently in place to manage the identified risks?
	

	How often is the risk policy reviewed and/or updated?
	

	Has a security audit been completed within the scope of the ISMS?
	

	When was the last audit completed?
	

	Describe briefly the findings from this audit?
	

	Number of Sites

	What is the geographic span of your organisation?
	

	How many physical locations are included within the scope of the ISMS?
	

	For each location please provide staff numbers and primary functions at those locations?
	

	Provide details of information assets stored in those locations?
	


	Data Traffic between Sites and Technical Architecture

	Provide high level network architecture for your organisation’s network?
	

	Provide description of traffic volumes and traffic types between the various locations
	

	What security controls are in place for inter-site data traffic?
	

	Please provide details of hardware and software that constitutes critical infrastructure for your environment? This needs to include intra site, inter-site and external world communication channels.
	

	What types of external access do you allow to your network environment? Consider connections from staff working in the field, customers, business partners etc
	

	 Are there any specific risks that need to be considered through allowing external access to your networks? If so please provide details
	

	Applicable standards and regulations

	Provide details of regulatory and/or legal standards that your organisation is required to comply with. 
	

	Does your organisation need to meet any contractual obligations or service level agreements? If so please provide details.
	

	Are you able to provide evidence of compliance against applicable standards and regulations?
	

	Organisational Security
	

	Has a security manager been appointed?
	

	Is there a governance framework for managing security within the organisation? If so provide details. 
	

	What other security systems and controls do you have in place?
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